Abstract-Digital watermarking techniques have been used to assert the ownerships of digital images. That is, the ownership information is embedded to an image as a watermark such that the owner of the image could be identified. However, there are also many attacks trying to break or remove the embedded watermark. Therefore, the watermark should be very robust against various kinds of attacks. Among them, the print-and-scan (PS) attack is very challenging because it not only alters the pixel values but also changes the positions of the original pixels. In this paper, we propose a watermarking system operating in the discrete cosine transform (DCT) domain. The polarities of the DCT coefficients are modified for watermark embedding. This is done by considering the properties of DCT coefficients under the PS attack. The proposed system is able to maintain the image quality after watermarking and the embedded watermark is very robust against the PS attack as well.
INTRODUCTION
As multimedia technologies advance, it is very easy to copy, modify, and distribute digital images. However, such convenience also brings about many problems; for example, unauthorized copying may lead to copyright infringement.
Currently, watermarking techniques are used to solve the copyright problem by embedding the copyright information into the image for asserting its ownership. The embedded information thus should be very robust against any attempts to break or remove the watermark. Among the various attacks, the print-and-scan (PS) attack is very challenging because it not only alters the pixel values but also changes the positions of the original pixels. Most of the modem watermarking systems would fail under such an attack. In this paper, we propose a novel PS-attack resistant watermarking algorithm for color images. The algorithm operates in the discrete cosine transform (OCT) domain and takes advantages of the characteristics of the OCT coefficients under the PS attack. We first investigated the influence of the PS attack on the image pixels as well as the OCT coefficients. And then, the results of the investigation were used to design a robust watermarking algorithm which can resist the PS attack.
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II.
PS Arr ACK AND PS-RESISTANT WATERMARKING
After the PS attack, an image will experience two kinds of alterations: pixel value changes and geometric distortion.
A.
Pixel Value Changes
The brightness, contrast, and colors of image pixels will be affected by the PS attack. Shi et al. 
Geometric Distortion
Another effect of the PS attack is that the image will experience geometric distortion such as scaling, rotation, and cropping. Most of these distortions result from improper human operations during the printing and scanning processes. Geometric distortion destroys the synchronization of the watermark, that is, the embedding positions of the watermark are changed so that detection of the watermark using the original positions would fail. These distortions need to be corrected before watermark detection.
C. positive coefficients is more than that of negative ones, 1 is recorded; otherwise, ° is recorded. Therefore, the watermark bit is embedded by changing the signs of the coefficients with fewer numbers. As a result, the relationship information has to be stored for watermark detection later. This makes their system an informed watermarking system, rather than a more ideal blind watermarking system.
PS-Resistant Watermarking Techniques
In this paper, we propose a novel watermarking algorithm operating in the OCT domain. The signs of the OCT coefficients are manipulated for watermark embedding which leads to a very robust watermarking system against the PS attack. The image quality is preserved to a high standard as well.
III. THE PROPOSED METHOD
Our method is designed based on the properties of the OCT coefficients under the PS attack. The watermark is embedded by changing the polarity of a set of OCT coefficients. The polarity is defined as: if the number of the positive coefficients is greater than that of the negative ones, it is positive polarity. Otherwise, it is negative polarity. The details of the watermarking system are described as follows.
A. Fig. 2 briefly delineates the watermark embedding process: (1) The red channel of an RGB color image is first resized to a standard size of MxM, and is divided into blocks of size NxN, which produces (MIN)2 blocks in total.
Embedding Process
As the border blocks are more vulnerable to the PS attack, only the internal R = (MIN-2)2 blocks are used for embedding. (2) Perform OCT on each of the R blocks, followed by zig-zag scanning the coefficients to produce a 10 sequence of length }fl. Base on the above analysis, supposing there are p and n positive and negative coefficients, respectively, the watermark embedding amounts to changing some of the coefficients' signs such that the resulting numbers of positive and negative coefficients maintain a predefined ratio, k (k > 1). That is: (1) If Wi = 1: If p < kn, achieve a positive polarity by changing the signs of some coefficients such that p ' = kn'.
else (Wi = 0): If n < kp, achieve a negative polarity by changing the signs of some coefficients such that n' = /cp'. 
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After the watermark embedding, perform inverse OCT on each block, rearrange the blocks, resizing the the original image size, and then combine the three color channels to produce the watermarked image.
B.
Watermark Detection
Before actual detecting the watermark, we need to perform geometric correction on the image first.
/)

Geometric Correction
During the printing and scanning process, the image may experience geometric distortions as a result of human operation errors. The most common are rotation and scaling.
The former is due to improper alignment of the paper image during scanning, and the latter is due to different resolution settings between printing and scaling. In our method, the rotation distortion is recovered by first detecting the border lines of the scanned image using the Hough transform, and then rotating the image back accordingly. And the scaling distortion is corrected by setting the image to a standard size. In the scanned image, to detect the border lines of the original image, we first detect the edge pixels in the image.
And then, the Hough transform is performed to detect the four border lines, whose slopes are used to rotate the image back to its proper orientation. The process is delineated in Fig. 4 . Edge detection; clearing center region points
Geometric correction
As the Hough transform is very time consuming, it is necessary to develop some means to reduce the computation complexity. Since the Hough transform is computed based on edge pixels, the more edge pixels found in the image, the more time it will spend on computing. Because we are interested in finding only the four border lines, pixels less possible of belonging to the borders should not be taken into account. Thus, if the rotation angle, e, is supposed to be within some range, say -\ 0° < e < 10°, which is a reasonable assumption for a human trying to align a paper image properly during scanning, we may consider only those pixels which are in the possible regions for the borders to appear, as shown in gray in Fig. 5 . That is, the edge pixels in the center region (shown in white) can be ignored. Such a consideration greatly reduces the computational cost. 
2) Watermark Detection
The watermark detection is proceeded as follows. First extract the red channel of the scanned color image, and then perform geometric correction, followed by scaling the image to the predefined MxM standard size. The rest of the steps are similar to those in the embedding process: divide the image into blocks of size NxN, select internal R blocks, performance OCT on each block, select m mid-frequency coefficients to form an mxR array, and finally detect each watermark bit in each set of R coefficients using the following decision formula to obtain the detected watermark W':
The detected watermark, W', is then compared with the watermark, W, generated by the secret key, which produces the error rate E as follows. If E is less than some threshold, the watermark is declared to exist. 
IV. EXPERIMENTAL RESULTS
Three color images were tested in our experiments:
Lena, Baboon, and Peppers. The standard image size MxM and block size NxN are set to be 512x512 and 32x32, respectively. There are thus (512/32) x (512/32) = 16x16 = 256 blocks in total, in which the internal R = 14x 14 = 196 block are chosen for watermark embedding. The length, m, of the watermark is 195, which means m mid-frequency coefficients are selected in each block, and a watermark bit is embedded in a set of R coefficients by changing its polarity.
The HP Color Laser Jet 380_dn laser printer and the EPSON 1640_Su scanner were used to print and scan the test images, respectively, both with resolution of 600 dpi. We set two embedding strengths, (J. = 1.5 and 2, to test the system, and the results of the error rates and the qualities of the images (PSNR) are shown in Table 2 . The above experimental results clearly show that if the embedding strength is set to 2, the watermark are correctly detected (i.e., error rate = 0%), and the watermarked image has high PSNR as well. In comparison with the 5.5% average error rate of Shi et al. 's method, the performance of our method is much better. In addition, the PSNRs of the watermarked images produced by our method are also better than theirs, as shown in Ta ble 3. Thus, our method produces more robust watermarks, and the quality of the watermarked images are better as well.
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V. CONCLUSIONS
In this paper, we proposed a watermarking system which operates in the OCT domain and is very robust against the PS attack. The watermark is embedded by setting the polarity of OCT coefficients. By analyzing the PS characteristics, carefully choosing the OCT coefficients for modification, and well setting the embedding strength, the system is able to achieve a high rate of watermark detection. The qualities of the watermarked images are also well preserved.
